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Abstract

Oblivious Linear Evaluation (OLE) is an algebraic generalization
of oblivious transfer (OT) that forms a critical part of a growing
number of applications. An OLE protocol over a modulus g enables
the receiver party to securely evaluate a line a - X + b chosen by
the sender party on a secret point x € Z4. Motivated by the big
efficiency gap between OLE and OT and by fast OT extension
techniques, we revisit the question of reducing OLE to OT, aiming
to improve the communication cost of known reductions.

We start by observing that the Chinese Remainder Theorem
(CRT) can be combined with a prior protocol of Gilboa (Crypto
’99) to reduce its communication cost from O(£2) to O(f) bits, for
¢ = log q. Unfortunately, whereas Gilboa’s protocol is secure against
a semi-honest sender and a malicious receiver, a direct application
of the CRT technique is only semi-honest secure (it is insecure
against malicious receivers). Thus, we employ number-theoretic
techniques to protect our CRT-based protocol against malicious
receivers, while still retaining a concrete advantage over Gilboa’s
protocol (e.g., 10.2X less communication for £ = 256). Furthermore,
we obtain a fully malicious OLE-to-OT reduction by applying either
information-theoretic techniques with moderate overhead, or RSA-
based cryptographic techniques with very low overhead.

We demonstrate the usefulness of our results in the context
of OLE applications, including a post-quantum oblivious pseudo-
random function (OPRF) and distributed signatures. In particular,
assuming pre-existing random OT correlations, we can use our
malicious-receiver OLE protocol to realize (a single instance of)
the power-residue based OPRF candidate with security against a
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malicious client and a semi-honest server using only 1.14 KB of com-
munication, a 16X improvement over the best previous protocol in
this setting. Using our RSA-based fully malicious OLE protocol, we
achieve a 5X communication improvement over previous OT and
EC-based distributed ECDSA protocols. Compared to other ECDSA
protocols (including ones that use Paillier and class groups), the
communication gains are more modest, but come at only a frac-
tion of the computational cost as we avoid all expensive group
operations.

CCS Concepts

» Theory of computation — Cryptographic protocols; Com-
munication complexity.

Keywords

Oblivious Linear Evaluation; Oblivious Transfer

ACM Reference Format:

Jack Doerner, Iftach Haitner, Yuval Ishai, and Nikolaos Makriyannis. 2025.
From OT to OLE with Subquadratic Communication. In Proceedings of the
2025 ACM SIGSAC Conference on Computer and Communications Security
(CCS °25), October 13-17, 2025, Taipei, Taiwan. ACM, New York, NY, USA,
15 pages. https://doi.org/10.1145/3719027.3765225

1 Introduction

Oblivious Transfer (OT) [25, 48] is a two-party protocol that enables
the receiver R to select one of two messages (bits or strings) supplied
by the sender S. Oblivious Linear Evaluation (OLE) [47] is a natural
algebraic generalization of OT in which the sender supplies the
secret coefficients a and b of a line a - X + b (defined over some
finite ring R), and the receiver learns the evaluation of this line on a
chosen secret point x. OLE can be used to perform multiplication of
secrets over R in a manner analogous to the way in which OT is used
to perform secure multiplication of boolean secrets (i.e., “secure
AND") [29, 42]. This makes OLE a useful building block in a large
variety of applications, including threshold cryptography [20, 22,
30] and secure computation of general arithmetic circuits [38, 41].
In this paper, we focus on the rings Z for “large” primes q € N that
are exponential in the security parameter. Such rings are common
in applications, typically with 128 < log g < 512.


https://orcid.org/0009-0007-0409-2132
https://orcid.org/0000-0003-3167-3294
https://orcid.org/0009-0009-4096-6305
https://orcid.org/0000-0002-9818-456X
http://eprint.iacr.org
https://doi.org/10.1145/3719027.3765225
https://doi.org/10.1145/3719027.3765225

CCS 25, October 13-17, 2025, Taipei, Taiwan

The primary motivation behind this work is the observation
that, despite substantial optimization efforts, existing OLE proto-
cols lag far behind their OT counterparts. Highly efficient OLE
protocols do exist in the amortized setting from lattice assump-
tions [3, 18, 19, 33, 39, 45] and error-correcting codes [27, 38, 47].
Still, these only achieve their efficiency guarantees when a large
batch of OLE relations is computed at once—typically thousands
or more. Additional techniques are known for the direct imple-
mentation of single OLE instances using homomorphic encryption
schemes, such as Paillier’s encryption [47] or lattice-based encryp-
tion [17], but these also incur significant overhead. For applications
that require only a small number of OLE instances, no highly effi-
cient solution is known.

OLE in the OT-hybrid model. What is typically the most efficient
approach to realizing a small number of OLEs is via reduction to OT.
Specifically, this is because of the existence of highly efficient OT-
extension protocols [2, 5-9, 15, 35, 40, 43, 45, 49, 52, 54]. Reductions
from OLE to OT are commonly specified in the OT-hybrid model:
the parties have access to an ideal oracle that implements multiple
instances of OT.! When measuring communication, we consider
by default a variant of the OT-hybrid model in which parties have
access to correlated randomness consisting of random instances
of OT, with random messages of the desired length and a random
selection bit. These ROT correlations can be generated in an offline
phase, before the inputs are known, and by default are not counted
towards communication costs. This metric is motivated by “silent”
OT extension techniques [7], including the recently introduced
public-key silent OT, which requires little or no communication
beyond a shared public key infrastructure (PKI) [9, 15]. Ordinary OT
with £-bit chosen messages can be reduced generically to ROT using
2¢ + 1 bits of communication [4], but it is often possible to achieve
better efficiency by designing protocols to use ROT correlations
directly.

The feasibility of information-theoretic OLE in the OT-hybrid
model is implied by general feasibility results for OT-based secure
computation [29, 36, 37, 42]. Combined with known results on the
asymptotic circuit complexity of modular multiplication [32, 50],
OLE over an ¢-bit modulus can be implemented with O(¢ log ¢) bits
of communication in the OT-hybrid model, with perfect security
against semi-honest parties. A similar result with 27 %s-statistical
security against malicious parties and O(¢log¢) + poly(ks,log )
communication follows from [37, Theorem 2]. However, the OLE
protocols that follow from these asymptotic results are concretely
inefficient for realistic values of ¢ and require a super-constant
number of rounds.

The first concretely efficient OLE protocol was proposed by
Gilboa [28], who gave a simple and round-optimal protocol for OLE
over an £-bit modulus that requires ~ 2¢? bits of communication
in the OT-hybrid model (with perfect security), or ~ ¢2 bits in the
ROT-hybrid model. This protocol is natively secure against a mali-
cious receiver, who might behave in arbitrary ways, but it is only
secure against a semi-honest sender, who is guaranteed to follow

1Using standard composition theorems for secure computation [10, 11], an OLE in the
OT-hybrid model can be combined with efficient OT extension techniques to yield
an OLE in the plain model. This can be done with little overhead, and thus does not
constitute a concrete or asymptotic bottleneck.
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the protocol’s instructions. A subsequent line of work attempted to
achieve security when either participant is malicious, while mini-
mizing overhead. Keller et al. [41] (implicitly) achieved this with a
communication overhead factor of roughly 6 relative to Gilboa’s
baseline. Haitner et al. [31] reduced this overhead factor to less
than 2, either by settling for a relaxed OLE functionality (which
suffices for some applications) or by relying on computational se-
curity and the DDH assumption. Purely OT-based OLE protocols
with overhead factors between 2 and 4 were given by Doerner et al.
[20, 21, 22].

Breaking the quadratic communication barrier? All of the above
works build on Gilboa’s protocol as a baseline and inherit its qua-
dratic communication in the modulus length ¢. This raises the ques-
tion: is it possible to build subquadratic and practical OLE protocols
in the OT-hybrid model, even when settling for security against
semi-honest parties? If so, can such improvements be extended to
achieve security against malicious parties?

1.1 Our Contribution

We answer the above questions affirmatively, improving the com-
munication costs of OLE in the OT-hybrid model. We present three
types of new protocols: (1) a semi-honest secure protocol; (2) a
protocol secure against a malicious receiver and a semi-honest
sender; (3) fully secure protocols, i.e., secure against malicious be-
havior by either participant. All protocols have subquadratic (in
fact, nearly linear) communication cost in the modulus length ¢ and
offer a concrete improvement even for small values of ¢ that arise
in applications; we provide cost estimates for practically-relevant
parameter combinations in Section 1.2. In the remainder of this sec-
tion, we give a brief and intuitive overview of the above protocols
and some of their applications; a more detailed technical overview
appears in Section 2.

Semi-honest OLE. We begin with the observation that the Chi-
nese Remainder Theorem (CRT) can be used to improve the com-
munication complexity of Gilboa’s protocol from O(£2) to O(¢) bits.
Concretely, the typical improvement ranges from 7x (for £ = 128) to
26X (for £ = 512) when 40 bits of statistical security are required (i.e.,
27%s distinguishing advantage for statistical parameter x5 = 40).
At a high level, we apply a standard randomization technique to
reduce the problem of OLE modulo g to the problem of OLE mod-
ulo a smooth integer n ~ g2 - 2%, where n is the product of a set
{ni}tieqs) of small, distinct prime moduli, and «s is a statistical se-
curity parameter. The parties apply Gilboa’s protocol over each
modulus n; individually, and the receiver uses the CRT to recon-
struct the output modulo g from the intermediate outputs modulo
each n;. Using this approach, the communication grows quadrati-
cally in the length of each n;. But if we choose n; to be the t smallest
primes, then it suffices to use t = O(¢/log ¢) primes n; where each
n; € O(¢), and the overall communication is O(¢log ¢). (Here and
in the following, we assume that £ > «s.) Like Gilboa’s protocol,
and unlike the generic approaches discussed above, this CRT-based
protocol is minimally interactive: it requires only one message in
each direction (sequentially), given random OT correlations.
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Malicious-receiver OLE. While Gilboa’s protocol natively achieves
security against a malicious receiver, the above CRT-based proto-
col is only secure against a semi-honest receiver; since n > g,
a malicious receiver can choose its input x outside the expected
range and thereby obtain information about the sender’s input that
cannot be simulated via an ideal OLE call. Our second protocol
matches Gilboa’s security properties while retaining almost the
same efficiency advantage as our first protocol; the main tradeoff is
that we must use a slightly larger n ~ g? - 2°s. We eliminate the
“out of range” attack by instructing the sender to perform a simple
statistical consistency check of the information learned by the re-
ceiver. We present a method to perform this check with minimal
communication overhead, and without increasing the number of
rounds (keeping the number of rounds intact, requires the use of a
random oracle). Specifically, the receiver reveals its input/output
pair modulo a fixed prime, and the sender checks for consistency
(to preserve the receiver’s security, it uses a slightly larger input in
the semi-honest protocol). While the resulting protocol is simple,
its analysis is subtle and relies on a variant of Thue’s lemma.

Fully malicious OLE. Our final protocol extends the above malicious-

receiver protocol also to provide security against malicious senders.
Our extension requires the receiver to perform a similar check
to the one the sender did in the malicious-receiver protocol, now
applied to the input a, b of the sender. Since a malicious sender
has an additional attack vector, i.e., using inconsistent inputs to
baseline Gilboa’s protocol, the consistency check uses a random
prime modulus r, and the sender commits to its input a in advance,
and when revealing a mod r it proves it is consistent with the com-
mitted value. We devise two methods for doing this commit and
modular reveal check:

(1) The first method is based information-theoretically upon OT
via cut-and-choose techniques. As such, it can be founded
on many assumptions and is plausibly post-quantum secure.
Unfortunately, its bandwidth complexity grows with the
product of ¢ and the statistical parameter, and we do not
know how to leverage the CRT to improve this asymptotic
figure as we are able to elsewhere. While this variant does
meaningfully inflate the concrete bandwidth cost of the over-
all protocol, it remains more bandwidth-efficient than prior
works, both asymptotically and concretely.

(2) The second method is based upon an efficient RSA-based
integer commitment scheme, along with a simple sigma
protocol. This method has a communication cost that is
independent of ¢ and is, concretely, far lower. Still, it cannot
offer information-theoretic security in the OT-hybrid model
and cannot plausibly be post-quantum secure.

Alternatively, we explore the case that the sender does not commit
to a in advance. The resulting protocol is highly efficient, gaining
0.77 KB compared to the provable RSA-based protocol and avoiding
the costly exponentiations in the RSA group. Furthermore, since
it is purely based on OT, it allows for post-quantum security. The
security of this variant reduces to a natural but apparently new
number-theoretic conjecture (see full version) whose study may be
of independent interest.

Under all three of the approaches we explore, our fully malicious
protocol requires the size of n to satisfy n’/log,n ~ g¢° - 212%,
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where n’ is the product of all but the largest ks factors of n. For
comparison, the other cases admit much smaller choices of n, and
that term dominates the communication complexity.

VOLE. We extend our fully malicious scheme to length-m VOLE
(i.e., m OLEs with the same receiver input). In the full version,?
we present a new information-theoretic reduction of VOLE to
OLE, realizing length-m VOLE modulo a big prime g from m + 1
instances of OLE modulo g and a short commitment (which can be
realized by an additional OLE). This improves on a similar reduction
from [24], which requires more than 2m OLE instances. For short
VOLEs, which are useful for some applications (see below), we
present a direct generalization of our OLE protocol that beats this
general reduction. In concrete terms, the total communication is
1.5x smaller at m = 2 compared to the general reduction, tapering
to about 1.1x at m = 10; for larger m, the generic approach becomes
more efficient.

Applications. We demonstrate the usefulness of our results in the
context of several OLE applications. The first is a construction of
a plausibly post-quantum oblivious pseudorandom function (OPRF)
based on the power-residue PRF candidate [16]. An OPRF protocol
enables a client to securely evaluate a PRF on a secret key held
by a server. Yang et al. [55] show that when settling for security
against a malicious client and a semi-honest server, which suffices
for some use cases, the power-residue OPRF requires just a single
OLE invocation, with a concrete modulus size of 384 bits. In this
context, one can utilize our malicious-receiver OLE protocol, which,
in the ROT-hybrid model, requires only 1.14 KB of communication
over two rounds —a 16X improvement over Gilboa’s protocol. This
application further motivates the design of post-quantum public-key
silent OT protocols [9, 15] that minimize the ROT setup cost.

Second, we observe that recent concretely efficient threshold
signing schemes for the ECDSA [22] and BBS+ signature schemes [23]
are formulated in the hybrid model of a small number of OLE or
short Vector OLE invocations,? and these invocations dominate the
overall cost of threshold signing. We propose a simple vector exten-
sion of our OLE protocols to suit these applications. In the case that
our purely-OT-based fully malicious protocol is used, we reduce the
bandwidth consumption of the protocols in question by at least 1.8x
and as much as 3x in the ROT-hybrid model,* while using only the
general assumption of ROT correlations. (In the ROT-hybrid model,
our conjecture-based variant improves communication to 14X in
this model.) In the case that our integer-commitment-based fully ma-
licious protocol is used, we reduce the bandwidth consumption of
prior works by as much as 5.5X at the cost of introducing the strong
RSA assumption.’ Many prior works have constructed threshold
ECDSA and BBS+ signing schemes under number-theoretic assump-
tions like DCR or class groups; however, these have universally
employed homomorphic encryption schemes [1, 12-14, 26, 46] that

2The full version is available at http://eprint.iacr.org

3Concretely, two invocations per pair of parties, and [22] requires a vector length of
two. In contrast, the other cited works do not require vectorization.

4These performance improvements are calculated relative to the OLE/VOLE protocols
proposed in [22], and assume a parameterization that yields 128 bits of computational
security and 40 bits of statistical security.

5This implies that the security of the overall protocol can ultimately be founded on a
wide range of specific assumptions.
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are far more computationally expensive than our integer commit-
ments (see Remark 1.2).

1.2 Summary of Concrete Costs

In Table 1.1, we present the concrete communication costs for our
protocols in the ROT-hybrid model, which is our key metric of
interest. We provide further discussion of other costs in the full
version. For comparison, we also provide communication costs
under equivalent parameterizations for the protocols of Gilboa [28],
Haitner et al. [31], and Doerner et al. [22]. All protocols are marked
with the flavor of security they achieve: either semi-honest (SH),
malicious-receiver (MR), or fully-malicious (FM). They are also
marked with any computational assumptions or conjectures they
require. Let OT+ Cnj stand for our most efficient fully malicious
OLE protocol, which does not use the commit&prove functionality
(but whose security only holds assuming our conjecture is true, for
the right choice of parameters).

Computational complexity. The computational cost of our pro-
tocols is dominated by: (i) modular-arithmetic operations (this is
the lion’s share of the computation); (ii) sampling a random prime
of size roughly ks (FM variants only); and (iii) RSA group oper-
ations (for the OT+RSA protocol). Regarding (i) and (ii), to illus-
trate: our FM protocols require two CRT encodings (one per party),
one CRT decoding (for the receiver), one sampling of a random
prime of size x5 (receiver only), and three modular reductions (two
by small primes of size ks and one by the target prime of size
|g]). The primes used in CRT encoding and decoding are of size
O(loglog g)—in practice, at most 10 bits long—so all operations
in (i) and (ii) are extremely lightweight. Specifically, CRT encod-
ing involves t modular reductions a mod p; with small p;, while
CRT decoding computes Zle ajc; mod n with constants c;, and
small a; (encoding and decoding each cost O(t?) when the p;’s are
small enough). By comparison, a single exponentiation in an EC
group of size q costs w(|g|?). Concretely, for |g| = 256, which is
associated with t = 177 (see appendix in full version), the entire
modular-arithmetic cost of our protocol is much lower than a single
exponentiation in a g-sized group. The cost of sampling a random
small prime is also modest: our benchmarks® show about 100 ys for
an 80-bit prime and 700 ps for a 256-bit prime. This is comparable
to the cost of a few operations in Secp256k1 (the Bitcoin curve).
Finally, the RSA-group operations in our OT+RSA protocol (three
multi-exponentiations in total) dominate its computational cost by
at least an order of magnitude. This is because full exponentiation
in an RSA group is significantly more expensive than an EC group
at the 128-bit security level.

Remark 1.2. Perhaps a more appropriate comparison for our OT+RSA
protocol is with protocols based on number-theoretic assumptions
such as DCR. Several DCR-based OLE protocols achieve communi-
cation of only a few KB, but their reliance on Paillier encryption
makes them computationally expensive. Security-wise, a protocol
from [34] realizes the OLE functionality, but it involves cut-and-
choose techniques which makes it comparatively heavy in both
computation and communication compared to more recent proto-
cols. On the flip side, the recent protocols from [1, 12, 26, 46] have

SConducted on a 13th Gen Intel(R) Core(TM) i7-1365U CPU using OpenSSL 3.0.13.
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not been shown to realize the OLE functionality, though several
works could potentially be adapted to do so (with some modifica-
tions). Complexity-wise, ignoring the non-RSA costs of our protocol
which are negligible in this comparison, our protocol is expected to
be about an order of magnitude faster than these, since the commit-
and-prove RSA-based protocol (essentially a subprotocol in those
works) accounts for less than a tenth of the cost (their dominant
overhead being Paillier encryption and decryption). For g = 256,
the most optimized variant (from [1], which relies on comparatively
strong assumptions) requires roughly 3KB of communication and
50ms of computation. Thus, our work achieves comparable—or bet-
ter—communication at only a fraction of the computational cost. A
similar comparison holds for class-group-based protocols [13, 14].

Organization

A high-level overview of our techniques is given in Section 2. In
Section 3, we review the necessary preliminaries. In Section 4, we
describe our semi-honest and malicious-receiver OLE protocols.
In the full version, we describe our fully-secure OLE protocol, we
describe and prove the OT-based and RSA-based sub-protocols that
our fully-secure OLE requires, and we prove several theorems and
lemmas that we introduce introduced. In the applications section
of the full version we describe several applications of our protocol
and give concrete performance results in context, we report in-
depth parameterizations and concrete performance results for our
protocol when it stands alone. Furthermore, a generic reduction
from VOLE to OLE is given.

2 Technical Overview

In this section, we provide a high-level overview of our techniques.
For a modulus n € N, recall the definitions of the following func-
tionalities:

e Oblivious Transfer (OT,): Takes two inputs (ao, a1) € Zfl
from the sender S and a selection bit i € {0,1} from the
receiver R. It returns a; to R.

e Oblivious Linear Evaluation (OLE,): Takes two inputs
(a,b) € Z2 from the sender S and an input x € Z,, from the
receiver R. It returns ax + b mod n to R.

e Vector Oblivious Linear Evaluation (VOLE,, ,): Takes
two inputs (a,b) € (Z™)? from the sender S and an input
x € Z,, from the receiver R. It returns ax + b mod n to R.

2.1 Gilboa’s Protocol

Similar to many other works in this area [20, 22, 31, 41], our starting
point is a protocol due to Gilboa [28], a simple malicious-receiver
OLE,, protocol in the OT,-hybrid model defined as follows. (In the
following, all ring operations in Z, are reduced modulo n).

~

KProtocol 2.1 (Gilboa’s OLE protocol).
Parties: Sender S and receiver R.
Parameters: n € N. Let £ « [log(n)].
Oracle: OT,,.

S’s input: (a,b) € Z2.
R’sinput: x € Z,. Let xo, .
of x (e, x = Z;;S Xj- 2/).

..,X¢—1 be the bit decomposition
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Protocol Gilboa Ours Ours Ours Ours Ours HMRT DKLs
Security MR SH MR FM M M M M
Assumptions oT oT OT OT+Cnj OT+RSA OT OT+DDH OT
|q| =32 0.13 0.08 0.28 1.30 2.07 5.63 0.82 1.81
|q| =64 0.51 0.14 0.34 1.33 2.10 5.66 1.96 2.92
lql =128 2.05 0.29 0.50 1.42 2.19 6.12 4.94 7.86
|q| = 256 8.19 0.58 0.80 1.77 2.54 7.78 13.98 24.77
|q| =384 18.43 0.90 1.14 2.17 2.94 9.51 27.12 50.29
lql =512 32.77 1.24 1.48 2.55 3.32 11.23 44.35 84.32

Table 1.1: Communication cost in KB, with statistical security parameter ks = 40 and computational security parameter k. = 128.
We denote by |g| the bit-length of the OLE modulus g. Our protocols achieve a concrete distinguishing advantage no greater than
27, with no hidden constants. Communication is measured in the ROT-hybrid model; i.e., we assume pre-existing random OT

correlations at zero cost.

Operations:

(1) S: Sample by, ...,bp—2 & Z, and set by_1 «— b —
Z{’—Z bi
j=0 0j-
(2) For j = 0to ¢ — 1 (in parallel): The parties jointly call
OT,, with S using input (bj, b; + a - 2/) and R using
input x;. Let z; denote R’s output.
o —y-1,.
(3) R:Sety = Zj:O zZj.
@utput: R outputs y. (S outputs nothing).

%

To see that the above protocol achieves security against malicious
receivers, notice that there is no opportunity for R to cheat, as the
only possible deviation involves selecting a different input, i.e.,
choosing the selection bits xo, ..., x,—1 wrongly, during the OT
phase (this does not violate the protocol’s security, as it is equivalent
to running the protocol with a different input x’). The protocol,
however, is not secure against malicious senders.”

2.1.1 Reducing Communication Complexity via CRT. To achieve
communication-efficient OT-based OLE, we first observe a more
efficient OLE protocol for the case where n is a smooth modulus:
n = []; n; for some small, distinct primes n;. For such an n, the OLE
can be performed as follows: (1) For each n;, the parties perform
OLE,, over their inputs modulo n;. (2) The receiver reconstructs
the output from the small outputs using the Chinese Remainder
Theorem (CRT). This approach significantly reduces the communi-
cation complexity from ~ log(n)? to ~ log(n) -log log(n), assuming
that n is the product of, say, the first consecutive primes.

The above gives rise to the following more efficient OLE over
a prime modulus ¢, assuming the parties have access to OLE,
for a smooth modulus n significantly larger than g. Specifically,
if n > g% - 2%, where ks denotes a statistical security parameter,
then OLE,, can effectively be used as an OLE over the integers with-
out any wraparound: the sender uses (a, b’) as its input to OLE,,,
where b’ is sampled uniformly from the range [0, n — %) subject to
b’ = b mod g. This standard randomization technique ensures that
almost no information about a or b modulo q is leaked beyond the
output. Note that for the honest receiver who uses its prescribed

7Consider a malicious sender who uses input (0, 1) in the first OT call (i.e., j = 0) and
input (0, 0) in the other calls, causing R to output xy. For n > 3, this attack clearly
cannot be emulated given access to (ideal) OLE since the receiver’s input/output pairs
{(0,0), (1,1), (2,0), ...} are not on the same line.
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input x € Zg, it holds that the value y’ = ax + b" mod n it received
from OLE,, does not wrap around n, since ax + b’ < n, and it can
reduce y’ modulo q to obtain the desired value y = ax + b mod gq.
Asymptotically, the above protocol achieves O(log(q) - loglog(q))
communication complexity compared to log(gq)? of Gilboa’s proto-
col, a near-quadratic improvement. Unfortunately, unlike Gilboa’s
protocol, the CRT-based protocol is insecure against malicious re-
ceivers.

2.1.1.1 The large-input attack. Consider a malicious receiver
R* that uses x* = | 2n/q] in the OLE,, call instead of its prescribed
input. Since x* - a > nif and only if a > n/|2n/q] ~ q/2, such a
receiver causes the value ax™ + b to wrap around n based on the
sender’s input a, and this behavior cannot be simulated in the ideal
model with access to an OLE, functionality.®

2.2 Efficient OT-Based Malicious-Receiver OLE

To address the large-input attack, we instruct S to use random
inputs in the OLE,-call (of larger domains), and only after testing
that R did not use a large input, S sends R the required information
so it can retrieve the prescribed output. Specifically, we use the
following protocol.

~

Protocol 2.2 (Malicious-receiver OLE).
Additional parameter: Large enough prime p # g such that

p)n

Operation:

(1) S samples a’ & (sq), for sufficiently large s, and b’ &
(n = sasx).

(2) R sets x” € [q - p] such that x’ = x mod ¢ and x’
0 mod p.

R
8Consider an honest sender that uses uniform (a, b) « Zé as input, and let y be

the output obtained by the malicious receiver R*, using input x*, at the end of the
execution. Assume that after the execution of Protocol 2.1 ends, the parties call an ideal
function IsConsist to verify consistency: IsConsist gets (a,b) from S and (x, y)
from R, and returns true iff ax + b = y mod q. Instruct R* to use (x* mod g, y) as
its input to IsConsist. Clearly, IsConsist accepts if a < n/x* — 1, but rejects with
high probability if x > n/x*. When using an ideal OLE, on the other hand, the call
to IsConsist either always accepts, if the malicious receiver is using the prescribed
input and output, or rejects with very high probability (over S’s input). We conclude
that Protocol 2.1 is insecure against the malicious receiver R*.



CCS 25, October 13-17, 2025, Taipei, Taiwan

(3) The parties run OLE, on inputs (a’,b’) and x’. Let y’
denote R’s output.
(4) Rsendsyp <y’ mod p to S.
(5) S:
(a) Aborts if b’ # yo mod p.
(b) Sends (84,6p) <« (a—a’,b—b") mod q.
(The above ensures that the parties obtain the correct
correlation if no cheat is detected.)
(6) Routputs y « y’ + 8 + x - 65 mod q.

= J

Namely, the test S uses is b’ Z yo mod p for a large-enough
prime p. Note that by taking n > g2, the protocol is correct in an all-
honest execution. It is also clear that the protocol is secure against
semi-honest senders, i.e., the test leaks no information about x.
Arguing security against malicious receivers is more challenging.
Our strategy consists of proving the following regarding a malicious
receiver R using input x* in the OLE,; call:

(1) If x* < 2% . g, then the protocol is simulateable (using oracle
to OLE,).
(2) Otherwise, R* passes the test of Step 5a with only negligible
probability.

Item 1 is easy to prove: for small x*, the value of y’ « x*-a’+b’ mod
n leaks only ks bits of information about d’, intuitively, its most
significant bits. Thus, by CRT, it leaks almost no information about
a. However, as stated, Item 2 is incorrect: consider the malicious
receiver R* that uses x* < p -2~ mod n (we assume for simplicity
that n is an odd number), and after obtaining y’, it sends yo
y’ mod p. It is easy to see that x* is a very large input, and yet, the
outcome R* passes the test with probability 1/2: if a’ is even, then
y’ = pa/2+b (as integers). Thus, y’ = b mod p, and the test passes.

While such a value of x* contradicts Item 2, a closer look reveals
that the obtained leakage is inconsequential to the protocol’s secu-
rity. Specifically, due to CRT, the parity of a’ does not reveal any
information about a’ mod g, and thus the protocol is secure for such
a maliciously chosen x*. More generally, for x* = ¢ - d~1 mod n,
where both ¢ and d are small (e.g., ¢ < 2% - n/s; and d < 2%),
hereafter small (c,d), we show in the technical sections that using
such x* leaks at most the values of | ca’/n] and a’ mod d. For a
suitable choice of parameters, these values are completely indepen-
dent of a’ mod ¢.° Furthermore, given a small pair (c, d), the above
method allows us to simulate the interaction of a corrupted receiver
R* with the sender, using an oracle to OLE,. This simulation lo-
cally emulates the leakage of | ca’/n] and @’ mod d, both of which
depend solely on ephemeral randomness and are independent of
a’ mod g and &, and thus independent of a. Given this observation,
to complete the proof, we need to prove the following two facts:

(1) There exists an efficient method to compute a small pair
(¢,d) from x*, if such x™ exists.

(2) If x* admits no small pair, then the test in Step 5a of Proto-
col 2.2 passes with only negligible probability.

Finding a suitable pair (c, d) via rational reconstruction. Thank-
fully, computing small (¢, d) from x* corresponds to the classic ra-
tional reconstruction problem. Given z € Z,, and bounds r.,ry € N
such that n > 2rcr; (which our bounds on small (c, d) satisfy), the

“Intuitively, | ca’ /n] leaks the higher-order bits of a’, and @’ mod d leaks the lower-
order bits of a’, but both are independent of ' mod q.

2254

Jack Doerner, Iftach Haitner, Yuval Ishai, and Nikolaos Makriyannis

task is to find (¢, d) such thatd -z = c mod n,d € [rg] and |c| < r¢
where the ratio ¢/d € Q is unique when viewed as a rational num-
ber. When a solution exists, the rational reconstruction problem can
be solved efficiently as a byproduct of the extended GCD algorithm.

Unpredictability of modular multiplication. Note that the simu-
latable inputs, i.e., x* for which a small (¢, d) exists, consist of the
elements in the following set:

Xnsoue ={x€N:3ceZde[2] st
lel <n-2%/sq Ad-x=cmod n}.

The following lemma (proven using the so-called Thue’s lemma,
see Lemma 3.8) implies that the test in Step 5a of Protocol 2.2 passes
with only negligible probability.

LEMMA 2.3 (MODULAR MULTIPLICATION UNPREDICTABILITY, IN-
FORMAL). Let x* ¢ Xps,x, and let p > 2% be a prime such that
p )} n. Then, for anyy’ € Z, andyo € Z:

Pryplyo=b"modp |y =x*-a’ +b" modn| <27%.

2.3 Towards Fully Malicious OLE

The case of a malicious sender is more complex, as, besides using
large inputs, a malicious sender has an additional attack vector.
To see that, let us take a closer look at how the protocol secures
against large-input attacks, for both parties, is implemented over
the prime divisors of n.

KProtocol 2.4 (Preliminary fully malicious OLE protocol). A
Additional parameters: Letnj, ..., n; denote the different prime
divisors of n.

(1) R samples x’ & (sx), for sufficiently large sx.

(2) S samples a’ & (sq), for sufficiently large s, and b’ &
(n = sasx).

(3) Fori=1,...,t (in parallel):
Run Gilboa’s protocol for OLE,;; on input (a’, ") mod
n; for S and input x” mod n; for R. Let y; denote R’s
output.

(4) R computes y’ mod n via CRT-reconstruction using
y{, T

(5) The parties perform “consistency-tests” to detect large-
input attacks. If no cheating is detected, R sends dx =
x —x’ mod g, and S sends back (4, 8p) = (a—a’, b’ —
8x +a’ —b) mod q.

(6) Routputsy <y’ —x - 64 — &, mod q.

= J

We do not know how to analyze the security Protocol 2.4 against
a malicious sender that induces corruption in the executions of
the small factors OLE sub-protocols; consider the following se-
lective failure attack: For i = 1,..., 10, in the first OT-call inside
the implementation of OLE,,, the sender sets the input to (;, L)
instead of (8;,, 8i0 + a’ mod n;). Effectively, the sender is guess-
ing that the parity bit of @’ mod n; is zero for i = 1,..., 10. Since
R’s input is random, the probability that S guesses correctly is
approximately 1/1000. In this case, it becomes challenging to an-
alyze the distribution of x” mod g, given the leakage of the parity
bits of x” mod ny, ...,x" mod nj (or some other arbitrary leakage
pattern).




From OT to OLE with Subquadratic Communication

To overcome the above issue, our security analysis assumes the
entire value x” mod n; is leaked. This requires that the range of x’,
denoted sy in Protocol 2.4, is suitably increased. Additionally, the
product of the largest ks primes must be sufficiently smaller than
sx to ensure that the leakage remains independent of x’ mod g.!°

2.3.0.1 Input corruptions. A more subtle attack consists of true
input corruptions rather than selective failures. Namely, in the first
OT-call inside the implementation of OLE,,, the sender sets the
input to (5,0, 6,0 +a’”’ mod n;) instead of (8;,0, 5;,0 +a’ mod n;) for
some unrelated value a”’. Here, we benefit from the following key
observations:

(1) For any I C [t] such that [];c 7 ni < sx/2%s, the receiver’s
inputs (x” mod n;) are statistically independent in each call
to OLE,, for i € 1. (This is guaranteed by the size of s, and
since x’ is uniformly distributed in (sx).)

(2) Input corruptions in a call to OLE,,, make guessing the value

of ag - x’ —y’ mod n;, for x’ & (sx), succeed with probability
at most 1/2, for any ag € Zn,--”

From the above items, we deduce that if the malicious sender
cheats in ¢ different OLE,,, executions, then the probability of guess-
ing agx’ — y’ mod n, i.e, max,e () {Pr[z = apx’ — y’ mod n]}, is
bounded above by 2~ (for any ag < n). In particular, this implies
that guessing the value of agx” —y’ over the integers is also bounded
above by 27 (the latter is strictly more challenging to prove than
the former).

The above observation leads to the following potential solution
for detecting input corruptions: have the attacker provide a guess
(ag,z) € Z2 and check whether z = agx’ — y’ over the integers.
Of course, revealing the honest (a’, b) is out of the question, as it
would leak the honest sender’s secrets. However, we can leverage
the consistency test, which, when the input corruptions are indepen-
dent of the prime p, essentially tests whether z = apx” — y’ over the
integers. (For a high-entropy value w, guessing w mod p for a ran-
dom prime p is only slightly easier than guessing a uniform value
modulo p.) To ensure that the input corruptions are independent
of the prime, we instruct the receiver to sample a fresh random
prime and hand it to the sender for the consistency test only after
the sender’s inputs to the OTs have been recorded.

2.3.0.2 Achieving full security via commit&modular-reveal. The
final piece of the puzzle is enforcing that the attacker’s guess—
specifically the value of ap—is independent of the random prime.
To achieve this, we use a “commit&modular-reveal” functional-
ity that, on input v provided by the sender, reveals (w, c mod w),
for a uniformly sampled prime w, to the receiver. Combining this
functionality with Protocol 2.4 yields a fully secure protocol.'?

19The rationale for using the largest ks primes is that this represents the strongest
attack strategy, and the attacker will be caught with high probability if they cheat in
more than ks primes.

11 Actually, this requires the receiver to randomly, and unbeknownst to the sender,
permute the powers of two in the baseline Gilboa’s protocol. We will not address this
issue in this high-level overview.

12\While enforcing using commit&modular-reveal to enforce independence of ag is
critical for our current security proof, we speculate that the protocol remains secure
without it. See discussion in full version.
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2.4 Vector OLE

There are generic reductions from vector OLE (VOLE) to OLE. To
construct the VOLE,, , protocol, however, the best such reduction
costs (m+1) times the cost of the OLE,, protocol, see full version.!3
Yet, as in many other constructions, one can modify our OLE pro-
tocol to get a VOLE, ,, in the cost of m times the cost of our OLE,,
protocol. The construction is straightforward for malicious-receiver
VOLE. For a fully secure VOLE, the analysis requires some non-
trivial work, and the construction induces some additional cost in
communication. See details in the sections.

3 Preliminaries
3.1 Notation

We use calligraphic letters to denote sets, uppercase for parties and
random variables, and lowercase for values and functions. All loga-
rithms considered here are base 2. Unless stated explicitly otherwise,
all ring operations of elements of Z,, are reduced modulo n. Let N
denote the set of natural numbers. For a € R, let abs(a) denote its
absolute value. For n € N, let [n] := {1,...,n}, (n) := {0,...,n},
and let Z,, = Z/nZ denote the ring of integers modulo n. For an
algorithm, protocol, or functionality A that has a parameter p, let
Ay denote A with parameter p set to v. We use « to indicate deter-
ministic assignment. For a vector a = (ay, ..., ar), let a; denote its
jth entry, ie., a;. Foraset S € Z,let +8 := {a,—a: a € S}.

3.2 Entropy and Random Variables

All distributions considered in this work are finite. For a distri-
R
bution X, let x < X denote sampling x according to X. Similarly,

for a set X, x X denotes sampling x uniformly from X. The
support of a distribution X over a discrete set X, is defined by
Supp(X) := {x € X : X(x) > 0}. For two distributions/random
variables A, B, let SD(A, B) denote their statistical distance. We use
the standard notion of min-entropy and collision probability. To
extend the notion of min-entropy to the conditional case, as com-
mon in this setting, we move from min-entropy to predictability,
which in the non-conditional case is just the exponent of the min-
entropy, i.e., Poo (X) =27 Heo (X) We also use the natural definition
of conditional collision probability.

DEFINITION 3.1 (CONDITIONAL PREDICTABILITY AND COLLISION
PROBABILITY). For random variables X and Y, let

— —Heo (X|y=y)
Peo(X | Y) = Eyﬁy[z y ]

CP(X | Y) = Eyiy[CP(Xh/:y)]

3.3 Primes and CRT

Let # denote the set of all primes, and for x € N, let P, ¢ P
denote the set of all k-bit primes. We extensively use the Chinese
Remainder Theorem.

THEOREM 3.2 (CHINESE REMINDER THEOREM (CRT)). Foranyf €
N, there exists an efficiently computable function crt : (Z2°,22%)¢
Z2% such that for relatively prime integers {ny,...,n¢} and any

B The full version is available at http://eprint.iacr.org
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(21,...,2¢) € (n1) X ... (ng), it holds that z «— crt((zi, ni)ic[e]) €

(Hie[f] nl-), and z = z; mod n; for everyi € [£].

It is easy to see that crt is an injective and onto function from
(n1) X ... (ng) to (IT;eqe) ni)- We also use the following fact.

Fact 3.3. Let q, p € N be relatively prime, Let S C Z be an s-size
set of consecutive numbers, let X and Q be uniformly distributed over
S and Z g, respectively. Then, for any x € Zp:

SD(X|x=x mod p mod ¢, Q) < (pg —1)/s.

Proor. Lets” « |s/(pq)]-pq,let S’ be the first s” elements of S
and let X’ & S. Since pq|s’, by CRT we have X |x/—x mod p mod q
is uniform over Z4. Since SD(X, X”) < (pq — 1)/s, this concludes
the proof . O

3.3.1  Number of Primes. For n € N, let (n) denote the number of
primes in [n], and let 7(x) = |[{Px}|, i.e., number of primes whose
bit length is exactly k. The following fact states a lower and upper
bound on 7 (n).

n
logn

n
log

n

Fact 3.4 ([51]). Foranyn > 17: < m(n) < 1.25506 -

Fact 3.4 yields the following bound.

PROPOSITION 3.5. Foranyx > 6:7(k) > 0.24 - 2/xk.

ProOF. Clearly, 7(x) = 7(2%) — #(2¢~1). Hence, by Fact 3.4

(x) = K 1.25506 2K
(k) > —— — -
K 2 K—1
2K 1.25506 K 2K
=— (1- . ) > —-0.24.
2 K—1 K

We also make use of the following bound.

PROPOSITION 3.6. Let P, be the set of all primes of length s, € N,
andletd, € N. If s,y > 5, thenV(v,0") € (dy)? s.t. v #0':

5log, d
[v mod w =2’ modw] < %.

Pr R

we—Ps.,

Proor. Without loss of generality, assume v > o/, and then
let § « v —v’. We have § € [d,] and we know that v mod w =
o’ modw = & modw = 0. For any fixed § € [dp], there can
be no more than log, dy/ (s — 1) distinct values of w such that
é mod w = 0.

On the other hand, per Proposition 3.5, we have |Ps, | > 0.24 -
25w [s,, when s,, > 6. The probability that a value w is sampled
such that v mod w = v” mod w is therefore no more than

logy dy/(sw—1)
|Ps., |

sw - log, dy
0.24 - (54 — 1) - 25w

and since sy, > 6 the proposition follows.
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3.4 Thue’s Lemma and Rational Reconstruction

Intuitively, the lemma below states that every x € Z,, can be written
as a ‘modular’ ratio x = ¢ - d"! mod n for d < rqgand ¢ < re, as
long as r¢ - ry > n. Furthermore, c and d are efficiently computable.

LEmMA 3.7 (EFFECTIVE THUE’s LEMMA). There exists a poly-time
function ged that on input n,x,rc,rq € N such thatre < n < rerg,
outputs c,d € Z such that:

(1) d € [rg—1],abs(c) <rc—1,

(2) d - x =cmod n, and

dx—cy _
(3) ged(d, =) = 1.

Proor. The above theorem, without the constraint on the gcd,
corresponds to the effective Thue’s lemma ([53, Theorem 4.7]). To
address the ged constraint ged(d, 1) = 1 for A «— =€ consider
the parameters n, x, ¢, d as in the theorem statement, even if they
do not satisfy ged(d, 1) = 1. Define A’ = ged(d, A); then n, x, ¢/A,
d/N', AJ X satisfy all conditions of the theorem, including the ged
constraint. We mention that g& is essentially the extended GCD
algorithm. O

The next lemma is somewhat of a strengthening of Lemma 3.7.
Intuitively, it states if there exists x € Z,, such that x = ¢-d~! mod n
ford <rgandc <d-rc,forn> 2rCr§, then c and d are efficiently
computable.

LEMMA 3.8 (RATIONAL RECONSTRUCTION). There exists poly-time
function éza such that, on input n,x,rg € N and ro € R*, where
n > 2rer?, gE& outputs (c,d) € Z? if such a pair exists that satisfies
the following properties:

(1) d € [rq] and abs(c) < d - r¢, and

(2) d-x =cmod n.

If no such pair (c,d) exists, then Ecﬁ outputs L.

Proor. The above follows from the rational reconstruction prob-
lem ([53, Theorem 4.9, p. 90]), which states that for n > 2rlrg, éza
outputs ¢,d € Zsuch thatd € [ry] and |c| < r/ andd-x = c mod n
and c¢/d is unique as a rational number if such a pair exists. Assume
that such a pair exists for r,, = r¢ - rq, and that without loss of
generality ¢ and d are coprime. Either ¢ < d - r¢, in which case
we are done. Otherwise, by the uniqueness of ¢/d as a rational
number, no such pair exists. As in Lemma 3.7, we mention that éa
is essentially the extended gcd algorithm. O

3.5 Universal Composability

We prove the security of our protocols in the universal compos-
ability (UC) framework [11], and in all cases we assume that the
adversary has the following restrictions and capabilities:

e Security with abort: After getting its output, the adversary
can instruct the ideal functionality to send L instead of the
actual output to any subset of the honest parties.

e Static corruptions: The adversary must choose which parties
to corrupt before the interaction starts.

In the remainder of this work, "UC security” implies the above
adversarial properties. When proving UC security, we utilize the
following fact: for two-party, non-reactive functionalities, it suffices
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to provide non-rewinding (also known as “straight-line”) simula-
tors [44, Thm. 5].!4 That is, to prove security, it suffices to prove
correctness, and to provide a PPT straight-line (i.e., non-rewinding)
simulator for the case that either of the parties is corrupt (for all
possible inputs of the honest party).

DEFINITION 3.9 (STATISTICAL VS. COMPUTATIONAL SECURITY). We
say that a protocol UC-realizes a functionality with statistical [resp.,
computational] security ¢ if the protocol has a straight-line simulator
such that the statistical [resp., computational] distance between the
real and emulated executions is at most €.

The security bound ¢ is typically a function of the security param-
eter given to the protocol. Where differentiation is important, we
use ks to denote the parameter that determines statistical distance,
and k. to denote the parameter that determines computational
distance.

3.6 OT and OLE

We use the standard OT, Random OT (ROT), and Correlated OT
(COT) functionalities. For the latter two, we use their so-called
corruptible variant, which allows both parties, when corrupt, to
determine their outputs. These weaker variants suffice for our ap-
plications, and in some settings easier to construct.

Functionality 3.10 (OT,). Functionality 3.11 (ROT),).
Parameters: n € N. Parameters: n € N.
S’s input: (ag,a1) € Z2.
R’s input: i € {0, 1}.
Output: Send a; to R.

Corrupt parties’ input:
A corrupt sender can provide
ap, a1 € Zq. A corrupt receiver
can provide i € {0,1} and a; € Zg.
Operation:

If (ag, a1) are set, sample i & {0, 1}.

R
Else, if (i, a1) are set, sample a;—; « Zg;

else, sample (ao, a1) < Z2 and i < {0,1}.

Output:
Send (ag, a1) to S and (i, ;) to R.

Functionality 3.12 (COT,,).
Parameters: n € N.
S’s input: § € Z,.
R’s input: i € {0, 1}.
Operation: Sample ag & Z, and let
a; «— ap+9.
Output: Send ag to S and a; to R.

We utilize the standard OLE and Vector OLE (VOLE) functionali-
ties over the ring Z,,.

14[44, Thm. 5] requires an implicit start-synchronization phase: all parties are ac-
tive in the first round. But for two-party functionalities, it is easy to see that start-
synchronization is not needed (it does not affect the adversary’s abilities).
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Functionality 3.13 (OLE,). Functionality 3.14 (VOLE,, ;).
Parameters: m,n € N.
S’s input: a,b € ZJ".
R’s input: x € Zj,.
Operation: For eachi € [t]:
let y; « a; - x + b; mod n.
Output: Sendy « (y1,...,Ym)
to R.

3.6.0.1 ROT to COT.. All protocols in this paper can be imple-
mented in the COT-hybrid model or the OT-hybrid; in the hybrid
models, there is no difference in cost, because nothing extra must be
transmitted. However, it is typical to instantiate both OT and COT
in the ROT-hybrid model, because doing so enables preprocessing
and the use of efficient techniques for generating batches of pseu-
dorandom OT instances.'> While OT,, can be implemented from
ROT, using 2logn + 1 bits of additional communication, COT,
requires only log n + 1 bits. We therefore present our protocols in
the COT-hybrid model, and analyze their costs in the ROT-hybrid
model, assuming that the following COT protocol in the ROT-hybrid
model is used.

Parameters: n € N.

S’s input: (a,b) € Z2.

R’sinput: x € Z,,.

Output: Send
y«—ax+bmodntoR.

~

/Protocol 3.15 (Implementing COT using ROT).
Parameters: n € N.
Oracle: ROT,,.
S’sinput: § € Zj,.
R’s input: i € {0, 1}.
Operations:
(1) The parties jointly call ROT,,. Let (ag, a1) denote S’s
output and (i’, z) denote R’s output.
(2) R:Send f — i® i’ toR.
(3) S:
(a) If f = 1, swap the values of ap and a;.
(b) Send 0 « a; —ap—dtoR.
@utput. S outputs ag. R outputs z if i = 0, and z — o otherwise. )

THEOREM 3.16 (SECURITY OF PROTOCOL 3.15). Protocol 3.15 per-
fectly UC-realizes COT,, in the ROT,-hybrid model.

Proor skeTcH: Correctness. By construction, S outputs a uni-
form element in Zg, as needed. By the swap done by S, it is
effectively always the case that i = i’. Hence, R outputs ag if
i =0, and ag + 6, otherwise.

Malicious sender. The simulator emulates a random execution of
the protocol. Let (ag, a1) be the value the emulated call to the
ROT functionality returned, assume for concreteness that the
emulated receiver sent f = 0, and let o be the value the sender
sent to the receiver. The simulator calls the COT oracle with
input (ag,d < a; — ap — 0). Clearly, the sender’s view in
both executions is the same, and by the setting of (ao, §),

this is also the case when adding the receiver’s output.

Malicious receiver. The simulator acts as follows:

(1) Emulate a random execution of the protocol until the end
of Step 2. Let (i’, aj’) be the output the emulated call to

5For example, Silent OT extension can generate m pseudorandom OT correlations
with o(m) communication.
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the ROT functionality returned to the receiver. Assume
for concreteness that the receiver sent f = 0.

(2) Call the COT oracle with input (i’, ap) if i’ = 0, and with
input i’ otherwise. Let a, be the returned output.

(3) If i’ = 0, sample o & zg; otherwise, let 0 « a; — af. Send
o as the message S sends in Step 3.

(4) Continue the emulation of the receiver til its end.
Assume i’ = 0. In the real execution, the value of a; is
hidden from the receiver. Thus, o is uniformly distributed
and independent of the rest of the receiver’s view and the
sender’s input and output. Since this is also the case in the
emulated execution, the emulation is perfect.

Assume i’ = 1. In the real execution, it holds that a; — o =
ap+9, and S’s output is ag. In the emulated execution, it holds
that a; — 0 = aj + §, for aj being S’s output. Hence, given

(ay, 0, 8), the outputs S’s in the two executions are the same.

Finally, we note that given the rest of the receiver’s view and

&, the value of o in both executions is uniformly distributed.

In the real execution, this holds since no information has

leaked about ag, and in the emulated execution, this holds

’ is chosen uniformly.

since aj

]

4 Semi-Honest and Malicious-Receiver OLE

We begin this section by recalling Gilboa’s malicious-receiver OLE
protocol [28]. In Section 4.2, we describe a semi-honest CRT-based
OLE protocol, and in Section 4.2, we describe a CRT-based OLE
protocol with security against malicious receivers. Both protocols
are defined in the hybrid model of ideal OLE functionalities over
small moduli;!® these can be instantiated using Gilboa’s protocol.

4.1 Gilboa’s Malicious-Receiver OLE

We start by describing Gilboa’s protocol using our notation.

/Protocol 4.1 (Gilboa’s malicious-receiver OLE).
Parameters: n € N. Let £ « [logn].
Oracle. OT,,.
S’sinput: a,b € Z,,.
R’sinput: x € Z,. Let (xp,...,x¢—1) € {0,1}* be the bit-
decomposition of x, i.e., x = Zf:_ol xi - 2L,
Operations:
(1) S: Sample (bo, ..., be_3) & Z& 1 and let by_y = b —
i bi.
(2) For alli € (£ — 1) (in parallel): the parties jointly call
OT,((b;, bi+2'-a mod n), x;). Let z; denote R’s output.
Q)utput. R outputs Zf;ol z; mod n. )

Note that when S is honest, any choice bits x; of (a possibly
malicious) R define a valid input x = Zf;ol x; - 2! mod n, such that
the OT outputs obtained by R form a random additive secret sharing
of the correct OLE output ax+b. This implies the following theorem.

~

THEOREM 4.2 (SECURITY OF ProTOCOL 4.1). For anyn € N, Proto-
col 4.1 perfectly UC-realizes OLE,, against semi-honest senders and
malicious receivers, in the OT,,-hybrid model.

18Here small means roughly logarithmic in the modulus of the main protocol.
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4.1.1 Using Correlated OT. 1t is easy to convert Protocol 4.1 to
work in the COT-hybrid model, which in turn can be cheaply im-
plemented using random OT via Theorem 3.16. This follows from
the observation that in all # invocations of OT except the last one,
the sender’s first input is uniformly random. The same protocol can
also be proved secure under the “endemic” variant of COT, which
allows a malicious S to choose its own output and compute the out-
put of R accordingly. This flavor of COT captures the functionality
realized by pseudorandom correlation generators for COT [7, 54].
We formally describe the COT-based OLE protocol below.

-

~

Protocol 4.3 (Gilboa’s malicious-receiver OLE, using corre-

lated OT).

Parameters: n € N. Let £ « [logn].

Oracle: COT,,.

S’s input: a,b € Z,,.

R’sinput: x € Z,. Let (xy, ..
decomposition of x.

Operations:

. xo—1) € {0,1}¢ be the bit-

(1) For alli € (£ — 1) (in parallel): the parties jointly call
COTy, S using input 2! . g and R using input x;. Let b;
denote S’s output and z; denote R’s output.

(2) S:Sendo « b— Y21 b;toR.

Q)utput. R outputs o + Zf;ol z; mod n.

%

The only difference between the view of R in Protocol 4.3 and
Protocol 4.1 is that in Step 1 of Protocol 4.3 S uses a random value
of by_1. Correctness is maintained because S transmits o, which
is the difference between the values of by_; in Protocol 4.3 and
Protocol 4.1, and security is maintained because the receiver learns
the same information from z; + o in Protocol 4.3 as it learned from
z; alone in Protocol 4.1.

THEOREM 4.4 (SECURITY OF PrRoTOCOL 4.3). For anyn € N, Proto-
col 4.3 perfectly UC-realizes OLE,, against semi-honest senders and
malicious receivers, in the COT,,-hybrid model.

Proor skeTcH: Correctness holds by constructions. Security
against a malicious receiver holds since by controlling its output,
which is allowed by the ROT functionality, only adds a known offset
to ) b;, compared to the case where it let the functionality choose
its output, and this offset can then be reduced from the value of b
sent by S. Security against a malicious sender holds since moving
from OT to COT does not give the sender additional power, and
the offset o it sends in Step 2 is equivalent to changing the value of
b. a

4.2 CRT-based Semi-Honest OLE

We now describe a simple OLE protocol for smooth moduli; that is,
moduli that are the product of many small primes. This protocol
achieves perfect security in the hybrid model of OLE instances over
each of the small primes that divide the main smooth modulus.
Afterward, we demonstrate that our OLE over smooth moduli can
be used to construct OLE over any modulus g, and the resulting
protocol is more efficient than using Protocol 4.3 over g directly.

4.2.1 Perfectly Secure OLE over Smooth Integers.
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KProtocol 4.5 (Perfectly secure OLE over smooth integers).

Parameters: {n;};c[;]- Letn < []; n;.

Oracles: {OLE”i}ie[t]'

S’sinput: a,b € Z,,.

R’sinput: x € Z,,.

Operation. For all i € [t] (in parallel): The parties jointly call
OLEy;, S using input (a;, b;) < (a,b) mod n; and R using
input x; < x mod n;. Let y; denote the output of R for this
call.

kOutput. R: output crt((yi, ni)ie[z])- )

~

THEOREM 4.6 (SECURITY OF PROTOCOL 4.5). Let {n;};e[s] be rela-
tively prime, and letn < [1]; n;. Protocol 4.5 with parameter {n;};c[;],
perfectly UC-realizes OLEy, in the {OLEn, };c || -hybrid model (against
malicious adversaries).

Proor. Correctness and security against semi-honest adver-
saries easily follow from CRT. Security against malicious parties
follows correctness since the protocol gives no leeway for active
adversaries to deviate from the correct execution. O

4.2.2  Semi-Honest OLE over Arbitrary Integers. The following pro-
tocol realizes OLE for an arbitrary integer q against semi-honest
adversaries. The protocol uses an oracle to OLE,, for smooth n > ¢,
which can be instantiated using Protocol 4.5. The reduction works
by using the standard “statistical smudging” technique to reduce
arithmetic modulo g to arithmetic over the integers, using n as an
upper bound on the resulting integers to prevent wraparound. Un-
like the previous protocol, however, here both parties have room to
cheat; thus, we only get security against semi-honest adversaries.

/Protocol 4.7 (Semi-honest OLE over arbitrary integers). N
Parameters: 1s and ¢,n € N.

Oracle: OLE,,.

S’sinput: a,b € Zg4.

R’s input: x € Zg.

Operation:

(1) S: Sample b’ & (n — ¢?) conditioned on b’ = b mod gq.
(2) The parties jointly call OLE,,, S using input (a, b”) and
R using input x.
Let y denote the output of R for this call.
@utput: R: Output y mod gq. )

Namely, the parties use OLE,, for the receiver to compute y =
ax + b mod n. Since ax + b < n, it holds that y = ax + b, and thus
y =ax+bmod q.

THEOREM 4.8 (SECURITY OF PROTOCOL 4.7). For any q,n € N
withn > g% - 25, Protocol 4.7 UC-realize Functionality 3.13 against
semi-honest adversaries, in the OLE,,-hybrid model, with statistical
security 275,

Proor. Correctness and security against the semi-honest sender
(who does not receive any messages) are straightforward. For the
semi-honest receiver, consider the following simulator:

2259

CCS 25, October 13-17, 2025, Taipei, Taiwan

~

fAlgorithm 4.9 (Simulator for the semi-honest receiver).
Oracle: OLE,.
Input: x € Zg4.
Operation:
(1) Call OLE, with input x, let y4 be the result.
(2) Sample y & {yq, .. .,n} conditioned on y = y4 mod g,
\_ and send it to R as the answer of the OLE,, call. Y,

Fix the input (a, b) of S and the input x of R, let y «— ax + b and
yq < ax +b mod g. Let B be the value of b” sampled by S in the
real execution, and let Y « ax + B’, i.e., the output of OLE,, call.
Note that Y is uniform over {y, cooy+n—g? - q} conditioned
on Y = ymod q. In the simulated execution, the value of y is

uniform over {yq, .. .,n} conditioned on y = Yq mod gq. Hence,
the statistical distance between the two executions is bounded by
(y-yg)/n<qg®/n <27 o

4.3 CRT-based Malicious-Receiver OLE

The CRT-based, malicious-receiver OLE protocol follows similar
lines to the semi-honest protocol presented in Section 4.2, while
immunizing it against the only effective attack a malicious receiver
can apply: using a too large input x in the OLE,-call. At a high
level, we enforce the malicious receiver to use “small” input x by
asking it to provide xp, y;, € Z,, for large enough prime p, and the
receiver verifies that a - x;, + b” = yj, mod p. An honest receiver,
using x € Zg, is guaranteed to pass the test. For x’s not in Zg, we
show that for some x’s, the probability that a malicious receiver
passes the test is negligible. For the other x’s, for which it might
pass the test, we prove that (although they are not in [g]) there is
a way to simulate the receiver’s actions. The protocol is formally
defined below.

~

/Protocol 4.10 (Malicious-receiver OLE).
Parameters: 1% and p,q,n € N.
Derived parameters: Let sy < gp, rg <
max{max{q, p} - rq - 22%8 p? . 252} and 5, < n —sy54 — 1.
Oracle: OLE,,.
S’sinput: a,b € Zg.
R’s input: x € Zg.
Operation:
(1) S: Sample a’ & (sq) and b’ & (sp)-
(2) R:Let x” « crt((x,q), (0,p)).
(3) The parties jointly call OLE,, S using input (a’, b’) and
R using input x’. Let y’ denote R’s output.
(4) R:Send yj, <y’ mod p to S.
(5) S:
(a) Abort if yj, # b’ mod p.
(b) Send (84,6p) <« (a—a’,b—b") mod q to R.
Output: R: Outputy « y’ + 6 + 84 - x mod q.

2K5+8’ Sq —

K “Hence, x’ = x mod g and x” = 0 mod p. J

Note that, unlike Protocol 4.7, Protocol 4.10 is (also) parameter-
ized by an integer p (which will later be set to be relatively prime to
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n and q), and that the value of a used as inputs to OLE,, is random-
ized. As stated, Protocol 4.10 has three rounds. In the full version,!”
we present a variant of the protocol that has only a single round
(two rounds, when taking into account that the instantiation of the
OLE,, protocol takes two rounds).

THEOREM 4.11 (SECURITY OF PROTOCOL 4.10). Let ks, g, p,n € N,
and define sx, sq as in Protocol 4.10. Assume p, q, n are relatively prime
to each other, p > 2%%2 andn > 2°5%3 .5, - 54, then Protocol 4.10 UC-
realize OLEg in the OLE,,-hybrid model, against semi-honest senders,
with statistical security 27%s.

Proor. Correctness is proved in Claim 4.12, security against
semi-honest senders is proved in Claim 4.13, and security against
malicious receivers is proved in Claim 4.15. ]

In the following, we fix the parameters ks, g, p, n that match the
requirements of the theorem, and let rg, sy, s4, sp be as derived in
Protocol 4.10.

CraIM 4.12 (CORRECTNESS). Protocol 4.10 is perfectly correct.

4.3.1 Semi-Honest Senders.

CLAIM 4.13 (SEMI-HONEST SENDERS). There exists a simulator in
the OLEg4-hybrid model that perfectly emulates the execution of S in
the OLE,,-hybrid model.

Proor. The simulator Sim for the semi-honest sender S is de-

fined as follows:
~

fAlgorithm 4.14 (Sim).
Oracle: OLEg.
Input: (a,b) € Z3.
Operation:
(1) Call OLE, with input (a, b).
(2) Startemulating S. Let (a’, b") denote the input provided
by S to OLE,,.
(3) Sendy;, « b’ mod p to S as the message of R in Step 4

\_ J
Fix the input (a, b) of Sim and the random input (a’, ") S pro-
vides to OLE,. In the real execution, y;, = b’ mod p, which is

exactly its value yj, in the simulated execution (given the same
view a’, b’). Thus, the two views are identically distributed. O

4.3.2 Malicious Receivers.

CLAIM 4.15 (SECURITY AGAINST MALICIOUS RECEIVERS). For any
PPT receiver for Protocol 4.10 in the OLE,,-hybrid model, there exists
a PPT non-rewinding simulator in the OLE 4-hybrid model, such that
for any input of the honest sender, the statistical distance between the
real and simulated executions is at most 27,

To prove Claim 4.15, we distinguish between two types of (mali-
cious) receivers. Receivers of the first type use “small” inputs to the
OLE,-call (the exact definition of “small” will be provided soon). We
show that while the honest sender might not catch such receivers,
they do not pose a danger to the protocol’s security. We complete
the picture by proving that, with high probability, the sender aborts
when interacting with receivers that use “large” inputs to the OLE,,-
call.

7The full version is available at http://eprint.iacr.org
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The above is formalized by providing a simulator for the variant
of Protocol 4.10 resulting from replacing the functionality OLE,
with its variant OLE,, that aborts on large receiver’s inputs, and
leaks some additional information needed for the simulation in case
it does not abort. Let ged be the poly-time computable function
guaranteed by Lemma 3.8 (i.e., Thue’s lemma). ~

Functionality 4.16 (OLE: Leaky OLE).
Parameters: n € N. Let re < rgq - n/sq.
S’s input: (a,b) € Z2.
R’s input: x € Z,,.
Operation:
(1) Let (¢,d) « é;l(n, X, Tgsre)-
(2) Abort if (¢,d) =1.
(3) Letag «— amoddandy < c- (a—ay)/d+Db.

@utput: Send (ay,y) to R.

%

DEFINITION 4.17 (ProTocor II). LetII = (S, R) be the variant
of Protocol 4.10 in which the call to OLE,, is replaced with a call to
OLE,.'8

In Claim 4.18, we show that the leakage of OLE, on x is not
harmful, and the call to CTI]E,, done in TI can be simulated using a
call to OLEg. In Claim 4.21, we complete the picture by showing
that (for malicious receivers) the call to OLE,, done in Protocol 4.10
can be simulated using a call to OLE,.

4.3.2.1 Emulating access to OLE, using OLEg.

Cram 4.18 (OLE,, To OLEy). Foranyppr receiver R* forTl in the

CleEn-hybrid model, there exists a PPT non-rewind simulator Sim in
the OLE 4-hybrid model, such that the statistical distance between the

real and simulated executions is at most 27571,

Proor. Fix a malicious and without loss of generality determin-
istic receiver R*, and consider the following simulator Sim:

~

fAlgorithm 4.19 (Sim).
Oracle: OLE,.
Operation:

(1) Emulate a random execution of (S(0, 0), R*) until the
last step (including the call to OLE,). Abort if the em-
ulation does. Let x’ be the input R* provided to OLE,.
Let (@), y’) denote the value OLE,, sent back to R*.

(2) Let (¢,d) «— gf;;i(n, X' rg,re)-

(3) Call OLE, with input x « c-d~! mod q. Let y denote
the returned output.

(4) Sample &, & Zgandset &, — y—y +cd 1(5a +
a);) mod g. B
Send (84, 8p) to R* as the message S sends in the last
step of the protocol.

4d=! mod q exists since d < q (and thus ged(d, q) = 1).

- /

8For honest R, the protocol is not well defined (R expect a single output from its call
to OLE,,). This is not an issue, however, since we only use this protocol with malicious
receivers that are aware of the change in the hybrid model.
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In the following, we refer to the execution induced by R* in OALyEn—
hybrid model as the real execution, and the execution induced by
Sim in the OLE -hybrid model as the simulated execution. Fix the
input (a,b) of S. Since R* is deterministic, the input x’ it provides
to CB\LE” is also fixed. In the following, we omit these fixed values
from R*’s view. We assume without loss of generality that the call
to OLE,, does not abort and thus d - @’ = cmod n, d € [rqg] and
lc| < rgn/sq, for c,d being as computed by OLE,.

By construction, the partial views (v’ a’)) of R* are identically
distributed in both executions. We next argue that in the real ex-
ecution, with high probability over (v, a))), the distribution of J,
conditioned on (y’, a))) is statistically close to uniform over Zg,
which by construction corresponds to its distribution in the sim-
ulated execution. Let (A’, B’) be the input S used in the call to
OLE,,. Since, §; = A’ — a mod q, we prove this part by bounding
the distance of A’ mod g from uniform, conditioned on (y’, ). In
the following, we assume for concreteness that ¢ # 0; the proof
for ¢ # 0 follows similar lines. Let Ag < (A" — A(’z.) /d, and observe
that conditioned on a;l, the value of Ag is (d/sq < 27%7%)-close
to uniform over [|sq/d]]. Since B’ is uniform over (s;) and since
Yy’ = A’x" + B mod n, the value of Ay conditioned on v’ is 27K =4
close to uniform over

[T(" =sp)/cl, Ly’ /e]] N [Lsa/d]]
[Ty’ /el L(y" = sp)/c]] N [Lsa/d]]

Note that A is a determined by (a/;, y). We use the following claim

c>0,
c<0.

(proven below).
Cramm 4.20. Pr(g ) [|A] < q-2%+4] < 2772,

Proor. See full version. o

In the following, we assume A is large, i.e., |A| > gp - 2%s+4 and
take care of the complementary case later. By Claim 4.20 and Fact 3.3,
the value of Ag mod g conditioned on (v, a’d) is g/| Al +27%74 <
27%=3 (lose to uniform over Z4. Since conditioned on (v, a(’i),
there is in injective mapping between Ag mod g and A" mod g, the
value of A” mod g conditioned on (y’, a;l) is (also) 275~
uniform over Z.

We next analyze the distribution of A’ mod ¢ conditioned on

3_close to

(GZI’ v, yI’J, e) for e « y;, z B’ mod p—R*’s full view without
(84, Op). We prove that there exists a function ¢ such that

Pr|e # t(a&, y',yl',) < 27873

where the probability is over (A’, B’) conditioned on (a"i, y’). In-
deed, if " = 0 mod p, then e = 1iff yj, = y’ mod p.If x" # 0 mod p
then, since B = ¢y’ — A’ - x’ mod p, it holds that e = 1 iff A” =
()" y - yp) mod p. Applying the same argument for proving
the closeness to uniformity of A” mod g, yields that A’ mod p is
27%73 close to uniform given (@), y’). Thus, the test passes in
this case with probability at most 27%73, Hence, a simply hybrid
argument yields that A’ mod g is (2 - 27573 = 27%72)-close to
uniform over Z4 conditioned on (a/},y’, y}, e). Taking into account
the probability that A is not large, we deduce that the value of
(a:i, v, y;,, e,8,) in the real and simulated executions are 2 %~ 1-
close.
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We conclude the proof by showing that §p, the missing part of the
view, is a deterministic function of (v, §,) (in both executions), and
thus can be ignored. Indeed, in the real execution, recalling that a(’z. =
Amodd,y =c(A"-a))/d+B and letting y — acd=!+b mod g,
it holds that

Sp=b-B
=b—(y +cd” (A" - d)))
=y- acd™! - (y’ +ed 1A - a;l))
:y—y'+cd_1(a:1+a—A')
=y—y +cd (6, + a;) mod g,

which is the value of §;, in the simulated execution. O

4.3.2.2 Emulating access to OLE,, using OLE,,. To conclude the
proof of the malicious receiver part, we show how to simulate the
interaction of a malicious receiver R* with access to OLE,, with S
by a malicious receiver with access to OLE,. Specifically, we prove
the following result

Craim 4.21 (OLE,, To OLE,). For any malicious receiver R* for
Protocol 4.10 in the OLE,-hybrid model, there exists a malicious
receiver R* forﬁ in the 6fEn—hybrid model, such that the statistical
distance between the real and simulated executions is at most 27%s 1,

Fix a malicious, without loss of generality deterministic, R* for
Protocol 4.10. We define a malicious receiver R* for interacting with
the honest sender S in IT as follows.

~

Algorithm 4.22 (RY).

Oracle: OLE o

Operation: Interact with S as follows:

(1) Start emulating R*. Let x” € {0,...,n — 1} denote the
input provided by R* to OLE,.

(2) Call OLE, with input x’. Let (a:i, y’) be the returned
output.

(3) Forward y’ + a/; - x" mod n to R* as the answer of the
call to OLE,,.

(4) Interact with the sender till the end of the protocol
by forwarding its messages to R* and sending R*’s
responses back to it.

= J

The heart of the proof of Claim 4.21 is in the following lemma,
proved in the full version.

DEFINITION 4.23. Forn,¢,s € N, let Xy, s ¢ be defined as

{xeN:3ceZde[t] st |c|]<dn-¢t/s Ad-x=cmodn}.

LEMMA 4.24 (UNPREDICTABILITY OF MODULAR MULTIPLICATION).
Lett,n,s € N, let x € N\ Xy 50, let p € P N (2¢,00) be such that

p/n ands/p > 16£%, and let V L [s] and W & Zy. Then,

pZ

Po(Wmodp |x-V+Wmodn) <42-¢71 +—.
s

Proor or Craim 4.21. In the following, we refer to the execution

induced by R* in OLE,-hybrid model as the real execution, and

the execution induced by R* in the Cﬁn—hybrid model as the
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simulated execution. Let x’ be the value provided by R* to OLE,,.
By construction, OLE,, aborts on receiver’s input x” iff X" ¢ X s,ry-

Let A" & (sq) and B/ & (sp) denote the sender input in the
real execution, and let Y/ « A’ - x’ + B’ mod n be the value R*
received from OLE,,. Note that the sender’s test in Step 5a passes iff
R* sends yj, such that yj, = B’ mod p. Given this notation, we have
to upperbound a « P (B’ mod p | Y’). Assume B’ is uniform
over Z,, (and not over (sp)), then by Lemma 4.24 (letting s < sg,
x—x', Ve A and W « B’),

& —Poo(B modp|Y') <42-277d 4 p?[s, < 27572 42773,

When taking into account the real distribution of B’, we deduce
that the probability that the test in Step 5a passes is bounded by
a<a +sp/n<a +275673 <7D

We conclude the proof by showing that the executions are iden-
tical if x" € Xy,s, r,- Since in the simulated execution, the call to
OLE,, does not abort on such x’; the only potential difference might
be in the answer of the call to OLE,,. Fix the random (a’, b’) sam-
pled by S. In the simulated execution, the output of OLE,, is set to
y +a(’i -x mod n, for a’, < a’ mod d and y’ « (a’ — a(’i) ~c/d+b,
for some ¢,d € Z such that d - x’ = ¢ mod n. Compute

y +ay-x'=(a -ay)-c/d+b +a;-x

=(d -a))-d-x"[d+b +a)-x

(@ —a))-x"+b +a-x
=ad'x" + b’ modn,

which is the output of OLE, in the real execution. Thus, the two
executions are identical for such x’. o

4.3.2.3 Putting it together.

ProOF OF CLamM 4.15. Immediately follows from Claims 4.18
and 4.21. O

4.3.3  Vector OLE. 1t is easy to extend the malicious-receiver OLE
from Protocol 4.10 into a malicious-receiver VOLEg m, for any
g,m € N, in the VOLE,, ;,,-hybrid model:

(1) In Step 1, S samples a’ & (sa)™, b’ & (sp)™.

(2) In Step 3, the parties cal VOLE, ,,, S using (a’,b’) and R
using x.

(3) The protocol continues, in parallel, for each of the m coordi-
nates of the output.?’

Since VOLE,, ;;, can be implemented using a straightforward variant
of Protocol 4.1, with communication cost that is m times that of
the OLE,, protocol, the communication cost of the above VOLE
protocol is m times that of Protocol 4.10. It is also easy to verify that
the resulting protocol, with the same choice of parameters as in
Theorem 4.11, is secure against a semi-honest sender with security
m- 275,

PIndeed, let B” be the uniform distribution over Z,, and Y « A’x’ + B”. The
statistical distance between (B’,Y”) and (B”,Y”) is just the distance between B’
and B” (Y’ and Y” are the same random function of B’ and B”, respectively), which
is sp/n. Since the success of predicting B’ given Y’ (by an arbitrary algorithm) is a
randomized function of (B, Y”), by the data-processing property of statistical distance,
one cannot do it much better (better than s /n) than in guessing B” given Y”'.

20A slight save can be achieved by batching the y;, ’s into a single element.
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